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Copyright Notice & Disclaimer
Copyright © 2007. BridgeWave Communications. Adlhis reserved.

No portion of this publication may be reproduceapied, or distributed without the written conseft o
BridgeWave Communications. BridgeWave reservesitiie to update or change the material in this
publication at any time without notice. BridgeWdnas made every effort to ensure that the informatio
and the instructions contained in the publicatimadequate and is not responsible for any errors o
omissions due to typing, printing, or editing astdocument.

Purchasers of BridgeWave products should make theirevaluation to determine the suitability offeac
such product for their specific application. Britlgave’s obligations regarding the use or applicatibits
products shall be limited to those commitmenthiopurchaser set forth in its Standard Terms and
Conditions of Sale for a delivered product.

This publication has been prepared for professiandlproperly trained personnel, and the customer
assumes full responsibility when using the infoiioraherein.

Safety

The following general safety precautions must k&eoled during all phases of operation and serviteeo
products covered in this manual. Failure to comyth these precautions or with specific warnings
elsewhere in this manual willfully violates startfaof design, manufacture, and intended use of the
product. BridgeWave assumes no liability for thetomer’s failure to comply with these requirements.

The products meet all applicable FCC safety requeats for general population exposure to
radio frequency emissions; however, as a genetiatjple it is best to avoid prolonged,
unnecessary exposure to the front of any radi@agmitting antenna while it is operating.

The outdoor equipment must be properly groundeatdeide protection against voltage surges
and built-up static charges. In the event of a slkeocuit, grounding reduces the risk of electrical
shock.

For installations in the U.S.A., refer to Articl840830 of the National Electrical Code,
ANSI/NFPA No. 70, for information with respect toger grounding and applicable lightning
protection for copper cables. Additional local ehezal code rules may also apply.

For installations in all other countries, implemebtection in accordance with the safety
standards and regulatory requirements of the couatrd/or locality where the equipment is to be
installed.

Do not install or operate this equipment in thegmece of flammable gases or fumes. Operation
of any electrical instrument in such an environmmristitutes a definite safety hazard.

Do not install substitute parts or perform any uttarized modification to the equipment.
Changes or modifications not expressly approveBriyjgeWave may void the user’s regulatory
authority to operate the equipment.

Product Compatibility

While every effort has been made to verify operatibthis product with many different communicagon
products and networks, BridgeWave makes no clainowfpatibility between its products and other
vendors’ equipment.
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Purpose of Manual

The information in this manual is directed to pessavho must perform or coordinate the tasks adsatia
with the process of installing, commissioning aesting wireless communication devices.

Prior Knowledge

This manual assumes the user has at least basidenxge with and an understanding of wireless
technology and some familiarity with configuringdaoperating networking equipment. Preferably, the
person installing this equipment fully understatigsinformation covered in this manual prior to
attempting these procedures.

DANGER! Indicates that personal injury can result if tiser does not comply with the given
instruction. A DANGER statement will describe thetgntial hazard, its possible consequences, and the
steps to perform to avoid personal injury.

WARNING ! Indicates that serious damage to the equipmentesult if the user does not comply
with the given instruction. A WARNING statement ldescribe the potential hazard, its possible
consequences, and the steps to perform to avoalisexquipment damage.

CAUTION ! Indicates that equipment damage, process faiauré/or loss of data can result if the
user does not comply with the given instructionrCAUTION statement will describe the potential haizar
its possible consequences, and the steps to petfoanoid equipment damage, process failaral/or loss
of data.

NOTE: Provides supplementary information to emphaaipeint or procedure, or provides a tip for easier
operation.

Technical Assistance and Customer Service Contact | nformation

BridgeWave distributors and resellers are authdriaeal service providers and are responsible for
immediate Tier 1 customer support. If problemsraseresolved, contact BridgeWave Customer Service
for assistance:

Location: Santa Clara, CA USA

E-mail: support@bridgewave.com
E-Service Center Supportww.bridgewave.com/support/
Tech Support Hot Line:  408.567.6906

Fax: 408.567.0775

Return Material Authorization (RMA)

Should BridgeWave equipment have to be returnedefeaiir or replacement, an RMA number must be
obtained in advance from BridgeWave or the locad@Wave distributor. When returning equipment,
please be sure to write the RMA number on the detsf the shipping carton.
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AES Basics

In cryptography, the Advanced Encryption Stand&S) is a block cipher adopted as
an encryption standard by the U.S. government.

AES is one of the most popular algorithms used/mraetric key cryptography.

The design and strength of all key lengths of tEeSAalgorithm (i.e., 128, 192 and 256)
are sufficient to protect classified informationtopthe SECRET level.

TOP SECRET information will require use of eithlee 1192 or 256 key lengths.
The BridgeWave AES solution uses the 256 key length

For the 256 Key, 64, 4-bit HEX characters or 3Bjt8ASCII keyboard text characters
are used for the key.

BridgeWave Radio 256 AES Implementation

Low Radio High Radio
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Notes:

1. Each Radio must have the same AES key for ¢redfilow across the link.
2. The Link Quality voltage is fully functional,dependent of AES setup.

3. The BridgeWave Web interface for AES systems usesii® Socket Layer (SSL)
security.

4. To get access to the web interface, tyes//<IP address of radio> and accept
the security certificate from the radio.

5. The default startup condition for the AES lisk’AES Disabled”.

CAUTION! Improper AES key setup will result in link dats
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AES Setup

NOTE: Please refer to the BridgeWave NMS manual for NM&nection and login
information.

After logging on, the Status screen may be disglayEhe navigation bar across the top
of the screen provides the link to tA&S functions. Click on the AES link to get to the
following screen:

Figure 1-1 AES Configuration Page

AES Configuration Procedure:

1. Install and align the radio link prior to AESndiguration.

2. First “Set” the key at the far and near endtheflink. Up to 32 ASCII text
characters can be entered and these will be cad/&tHEX characters. Hex
characters may also be entered directly if desiféd. key will not be displayed
after “Set”.

3. Please be patient, it may take up to 4 minutethe 256 key data to be written to
the radio memory. The buttons will be grayed ouirduthis process.

4. Refresh the AES screen to verify that the bgtiEne not grayed out and then
“Activate” the FAR-END Key first and then thBIEAR-END Key.

5. Refresh the AES screen to verify that the bsttane not grayed out and then
“Enable” theFAR-END and then “Enable” thBIEAR-END.

Additional Notes:

1. Ifthe AES Key is forgotten, new keys shouldel¢ered locally into each radio to
re-enable traffic in the radio link
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